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MATHEMATICAL MODEL OF RISK CONTROL
ARISING FROM THE FUNCTIONING OF COMPLEX
TECHNICAL SYSTEMS FOR CRITICAL PURPOSES

IN CONDITIONS OF UNCERTAINTY OF INFORMATION
ABOUT THE VALUES OF PARAMETERS
AND THE PHASE STATE

PV. Kalashnikov

Introduction. The paper presents a description of the process of
constructing a mathematical model for managing risks arising from
the operation of complex technical unique systems for critical purposes
under conditions of uncertainty of information about the parameters
and phase state. The purpose of the study is to create an individual
optimal strategy for managing risk events that occur during the
operation of complex technical systems, which minimizes the cost of
preventive work, as well as the amount of damage that may result from
the occurrence of relevant events. The objectives of the study include
the construction of a mathematical model for control risks arising from
the operation of complex dynamic unique technical systems for critical
purposes under conditions of interval uncertainty of information about
the values of parameters and the phase state, since as well as an
analysis of existing approaches to creating an individual forecast of
changes in the state of the considered class of systems.

Materials and Methods. The article gives a comparative description
of the effectiveness of the application of the mathematical apparatus of
the theory of outliers of random processes and the method of individual
forecasting in solving the problem of managing risks arising from the
operation of complex unique technical systems for critical purposes
under conditions of uncertainty. Based on the statistical methods of
interval data, a mathematical model of risk management was created,
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taking into account possible errors in measuring the values of the
parameters of the considered class of complex systems at all control
windows during the operation period.

Results. The scientific novelty of the implemented approach lies
in the use of interval data statistics, which allow the most correct
consideration of possible errors associated with measuring the values
of the characteristics of the studied technical systems at all stages of
the control process.

Discussion and Conclusions. The mathematical model of risk
control developed in the course of the study, arising from the operation
of complex technical systems for critical purposes, makes it possible
to make the optimal choice of risk management strategy when using
objects of this class. Along with the above, an algorithm has been
developed for predicting changes in the state of a technical system
during the entire period of its operation based on the mathematical
apparatus of statistics of interval data, which makes it possible to take
into account in the calculations the errors that occur when measuring
the values of the main parameters of the system under consideration
at all stages of the control process.

Keywords: risk management; statistics of interval data; complex
technical system for critical purposes, theory of outliers of random
processes,; guaranteed forecast method

MATEMATHUYECKAS MOJEJIb YIIPABJIEHUSI PUCKAMM,
BO3HUKAIOIUMHU ITPU OYHKIIMOHUPOBAHUU
CJOXKHBIX TEXHUYECKUX CUCTEM
OTBETCTBEHHOI'O HABHAYEHUSI, B YCJIOBUAX
HEONPEAEJEHHOCTHU HHO®OPMAIIUU O 3HAYEHUAX
IHNAPAMETPOB U ®A30BOM COCTOsSIHUHA

I1.B. Kanawunuxos

B pabome npusooumcs onucanue npoyecca nocmpoenus mame-
Mamu4eckol MoOenu YNpagieHuss puckamu, UMerumumu Mecmo 60



24 Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 International

8pems padomul CLOICHBLIX MEXHUYECKUX YHUKATbHBIX CUCTHEM OTEen-
CMBEHHO20 HA3HAYEHUS! 8 YCIIOBUSX HeONpedeleHHOCMU UHpopMayuu
o napamempax u gazoeom cocmoanuu. Ilenvio uccnedosanusn s6s-
emcs co30anue UHOUBUOYANbHOU ONMUMATLHOU cmpame2ull ynpas-
JIeHUSL PUCKOBLIMU COOLIMUAMU, UMETOWUMU MECIO  X00e npoyecca
DYHKYUOHUPOBAHUSA CLOICHBIX MEXHUUECKUX CUCTeM, NPU KOMOPOU
CBOOAMCS K MUHUMYMY 3amMpamsl HA NPOQUAAKMUYECKUT] PEMOHM,
a makoice genuyuUna yuepoa, Komopbvlil MOJCen 603HUKHYMb 8 pe-
3ynLmame 603HUKHOGEHUs coomeemcemeyioujeco coovimus. K 3aoa-
YaM HPOBOOUMO20 UCCAE00BANUS CTIedYem OMHeCmU NOCMPOeHUe Md-
memMamuyeckoli Mooenu YnpagieHus puckamu, UMerouwumu Mecmo @
X00e pabomul CLOIHCHBIX OUHAMUYECKUX VHUKATbHLIX TMEeXHUYECKUX
cucmem omeemcmeeHHO20 HaA3HAYEHUs 8 YCI0GUAX UHMEPEATbHOUL He-
onpeoeneHHoCmu UH@opmMayuy 0 SHaYeHUAX NapamMempos i Pazoeom
COCMOAHUY, A MAKIHCE AHANU3 CYUeCMBYIOWUX NOOX0O08 K CO30ANHUIO
UHOUBUOYANLHO20 NPOSHO3A USMEHEHUSI COCMOANUS PACCMAmMpUede-
Mo2o Kaacca cucmem

Mamepuanst u memoost. B cmamve daemcsi cpasHumenbHas xa-
pakmepucmuxa 3¢ gekmusHocmu npumMeHeHus Mamemamu4ecko2o
annapama meopuu 6b10P0OCO8 CIYYANUHBIX NPOYECco8 U Memooa Un-
OUBUOYATILHO20 NPOSHO3A NPU PeUeHUU 3a0ayu YRpasieHus pUckami,
BO3HUKAIOWUMU 8 XOO€ PAOOMbL CIOICHBIX YHUKATbHBIX MEXHUYECKUX
cucmem OmeemcmeenHo20 HA3HAYEHUS 8 YCL0BUAX HEONPEOeTIeHHOCIIU.
Ha ocnoge memo0oe cmamucmuku uHmepeaibHblX OAHHBIX CO30aemcs
Mamemamuieckas MoOens YAPAasieHUs. PUCKAMU, YUUMblealouas 603-
MOOICHbIE NOZPEWHOCTY NPU USMEPEHUU 3HAYEeHUL Napamempos pac-
CMAMPUBAEMO20 KIACCA CILONMCHBIX CUCTNEM HA BCEX OKHAX KOHMPOJA
6 meyenue nepuooa IKCHIYamayuu.

Pesynomamot uccnedoganua. Hayunas nosusna peanusyemozo
noo0X00a cocmoum 8 UCHONb308AHUU CIMAMUCTIUKU UHIMEPBATbHBIX
OQHHBIX, NO3GONAIOUWUX HAUOONIee KOPPEKMHO YHUMbIBAMb UMeroujue
MeCmo 803MONCHBIE NOZPEUHOCU, CEA3AHNbIE C UBMEPEeHUEM 3HAYe-
HUL XaPaKmepucmux usyuaemvix mexHuueckux cucmem Ha 6cex 3md-
nax npoyecca ynpasieHus.
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Oébcyscoenue u 3axnwuenue. Pazpabomannas 6 xo0e 6blNOIHEH-
HO20 UCCTIe008aHUSL MAMEMAMUYECKASL MOOCTb YIPAGIEHUs. PUCKAMU,
BOZHUKAIOWUMU 8 XO0€ PAOOMbL CILOJCHBIX MEXHUYECKUX CUCTeM O~
BEMCMBEHN020 HAZHAYEHUS, NO360IsIe 0eNaAMb ONMUMATLHYIU 86100D
cmpame2uu ynpagieHusi PUCKamu npu UCHONb308AHUU 00bEKMOo8 OaH-
Hoeo Knacca. Hapsaoy c¢ eviueusnosicennvim, pazpaboman aneopumm
NPOSHO3A UBMEHEHUsT COCMOSHUSL MEXHUYECKOL CUCIEMbl 6 TheueHUe
8ce20 nepuoda ee pabomvl HA OCHOBE MAMEMAMULECKO20 annapama
CMAamuCmuKy UHMEPEATbHIX OAHHBIX, HO3GONSIOWULL YHUMbBLEANb NPU
pacuemax nozpeuHoCcmu Umerouue Mecmo npu 3amepax 3HA¥eHutl oc-
HOBHBIX NAPAMEMPO8 PACCMAMPUBAEMOU CUCEMbL HA 8CEX DMANAX
npoyecca ynpasienusl.

Knwueevie cnosa: ynpasnenue puckamu,; cmamucmura uHmep-
BALHBIX OAHHBIX, CILOJNCHASL MEXHUYECKAsl CUCTeMA OMEENMCNEEHHO-
20 HA3HAYEHUs, Meopust 6blOPOCOE CVUALUHbII NPOYECCo8;, Memoo ea-
PAHMUPOBAHHO20 NPOSHO3A

Introduction

This paper is a generalization and development of previously ob-
tained results of calculations on the aspects of mathematical modeling
of risk management, development during the operation of complex
technical systems for responsible purposes, set out in the works [1, 2].
The main element of the scientific novelty of this article is the addition
of previously obtained results by comparing the effectiveness of the
methods of the theory of outliers and the method of guaranteed pre-
diction in solving the problem of risk management. The work of com-
plex critical systems in various fields of technology and economics is
associated with emergencies, accidents, failures, as well as disruption
of the normal operation of individual organizational structures, indus-
tries, which in turn damages the national economy and the population.
The main approaches to the theory of risk control in technical systems
are described in the works [1-5].

The magnitude of the risk arising in the course of the functioning
of technical systems is given by the ratio
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R=P B (1)
where

R —the magnitude of the risk arising in the course of the functioning
of the technical system

P_— the probability of a risk event

B — the amount of damage in the event of a risk event.

The total value of risk R arising from the operation of complex
technical systems for critical purposes, which can be described by the
presence of various combinations of the magnitude of damage and the

probability of their occurrence, is found by the formula
R=2pPB )

Summation is performed over all possible elements of the event tree.

The considered values of the amount of damage and the probability
of the occurrence of a risk event are functions of time t. Risk, as a rule,
is understood as a random variable of the form (, B), where — the mo-
ment in time at which a risk event occurs (equipment failure, accident,
catastrophe). The approach based on the use of the standard apparatus
of the theory of probability and mathematical statistics in managing
risks arising in the course of the functioning of complex unique critical
systems is ineffective, since it does not take into account the individual
characteristics of each specific system, and also does not provide reli-
able results and statistical assessments under conditions lack, incom-
pleteness and indistinctness of information about the parameters and
phase state of the objects under consideration.

To solve the above problems it is necessary to use the concept of a
functional-parametric approach to managing the reliability of complex
systems, which is described in the works [6-10].

The main idea of the functional-parametric approach is based on
the assumption of a gradual nature of the occurrence of failures in
the operation of technical systems. The reason for the occurrence of
failures in the operation of complex objects is the output of parame-
ter values beyond the limits of the operability area. Forecasting the
state and controlling the parameters of complex technical systems
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makes it possible to solve the problem of ensuring the stable opera-
tion of the structures under consideration throughout the entire peri-
od of operation.

The functional-parametric approach is focused on solving the prob-
lem of predicting changes in the values of the parameters of the system
under consideration, as well as determining the optimal strategy for
preventive measures, which allows, at minimal cost, to implement a
set of measures to assess the state and adjust the operation of units and
assemblies that ensure trouble-free operation of the facility during the
entire period of its operation.

The task of risk control in the operation of critical technical systems
is to determine a set of preventive measures and search for optimal
control actions on the system parameters that minimize the amount of
damage from the implementation of a risk event. A risk event is under-
stood as the exit of the values of the system state parameters beyond
the limits of the operability area.

Mathematical model of risk control
under conditions of interval uncertainty
The state of the considered technical system S is given by a set of
parameters s=(s ,...,s, ) during the period of operation [0, 7]. Let us for-
mulate the problem of risk management for the case of discrete control
carried out at time points 7,, k=0,...,n, T'= ¢ —¢ . Parameter operability
area number j of this technical object at the moment of time ¢, is given
by the relation
Sjik < Sji < Sjk 3)
These parameter values determine the possible deviation from the
calculated nominal values at which the system remains operational.
The vector of the state of the system at the moment of time ¢,
k=0,...,n has the form
s(tx) = (51(t) - s (1)) (4)
If the value of the system parameter number j at time goes beyond
the region specified by relation (4), then a risk event associated with
a failure occurs.
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To prevent accidents and failures, the parameters of the technical
system are regularly measured and monitored. A set of repair and pre-
ventive measures is carried out to ensure the stable operation of the
system in question. Carrying out the indicated type of work is associ-
ated, as a rule, with significant material costs and forced downtime of
equipment. The costs ¢, or maintenance of the system at time ¢, € T are
given by the ratio

Cik < Cjk < Cjk. ®)

The total cost C associated with the control and measurement and

preventive measures is calculated based on the ratio

c= g)ck ~[c, c] (6)

c<C<c
The risk control strategy involves the implementation of such a set
of control actions and preventive measures, in which the amount of
damage caused by a risk event is minimal.
The vector of control actions on the system parameters during the
operation period [0, T] has the form
u=(uy,uy) (7
The set of values of the control correcting action number j on the
parameters of the system at the moment of time #,, &=0...n given by
the ratio
Wik < Wik < Wi ®)
The vector of control actions at the moment of time t,, k=0,...,n has
the form
u(ty) = (ug (i) - ur (i) )
Let B, =By, (s(ty), s(ti+1} u(ty), ty)costs associated with the chosen
risk control strategy at time #,. Then the optimal control u’(z), leading
to the minimum costs of operation of the technical system are deter-
mined for the time 7,_on the basis of the relation
By (s(t), s(tr+1}t W' (tk), t)<By (s(tx), s(ti+1}, u(ty), t) (10)
During the period of operation 7= ¢ — ¢, we have a set of optimal
control actions in the form

U(to tn)={u*(to oo tt*(tn)) (11)
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The optimal risk management strategy is to determine such a set
of control actions on the system parameters, in which the amount of
damage in the event of a risk event will be minimal.

J = XR20 Bi ((ti), St} uty), i) > min (12)
YR=oCk = C --> min (13)

Application of the theory of emissions of random

processes to the problem of risk management arising

from the functioning of critical systems

An important role in solving the problem of risk management in the
operation of critical systems is played by the problem of determining
the first moment in time at which a random process goes out outside
the area of operability. To solve the indicated problem it is necessary
to use elements of the theory of emissions of random processes, which
are described in the paper [11].

Suppose that the change (drift) of the parameters of the system S
is described by a random process S (t) and the first exit of the process
under consideration outside the range of operability W leads to a fail-
ure (an emergency situation in which the operability of the system is
disrupted). We denote by P (t) the probability of failure-free operation
of the system, where P(f)= P (S(t)e W), t€[0, t].

For a stationary differentiable process P(¢) has the form

P(t)=Py—n [;(1—L(D)dr (14)
where

P, — the probability of the process being in the operability area at
the initial moment of time;

n — the average number of emissions of the process under consid-
eration per unit of time outside the region;

L(t) — distribution function of the duration of the residence time
of the process in a given region W from the moment it hits it until the
moment it leaves it for the first time.

Let us consider the case in which the performance area W is speci-
fied using an interval of the form W =[a, a /. In this case, expressions
for calculating the value P(2)= P (a < S(z) < @), 7 € [0, ¢] has the form
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P@) = F(@) - F(@) — ngg Jy (1~ Laa(7) d 7 (15)
where

F (...) — the distribution function of the ordinate of the considered
random process describing the functioning of the system.

n,; —the average number of times a random process leaves the range
of operability per unit time J¥;

Lag — the distribution function of the duration of the residence time
of the process in a given region W from the moment it hits it until the
moment it leaves it for the first time.

We introduce into consideration the following random variables.

T — time since the beginning of observation of the considered ran-
dom process until the moment of its first exit from the domain W;

p — duration of time passing from the moment of the first hit of the
process in the area W to the moment of the st exit from it;

p — the duration of the time elapsing from the moment a random
process enters the domain W until the moment it begins to observe it.

The magnitude p=t+ p. Let K(t) = 1 — L(7),p(t) — distribution den-
sity of a random variable . In the introduced notation

() = — - 9= K(¥) (16)

Consider the expressions K(¢#)=P(y>f) u P(f)=P(t>f). Between reali-

zations of random Variable% u the relation is true p>t. Hence, K(¢) > P(¢).
i —TlﬂaK(t) (17)

Dividing the left and right sides of relation (17) by P(¢), we obtain

the expression

dpP _ _ @
%— nga PO (18)
Let us introduce the notation .
8(t) = —=, p(t)=" (19)
. : Pdt P(t)
In the introduced notation, we have
8(t) = ngg b() (20)

Due to the inequality K(#) = P(¢) variable b(¢) > 1, hence, §(t) > ngg,
Let us construct estimates for the quantity P(¢). Let K(t) =1 — L(7)
=1. In this case, we have the estimate

P@) = F(@) - F(@) -nggt, t < 2@ Q1)

ngE
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For the case of one-sided boundaries, we have the following estimates

P(t) > F(@) - nat, ts%‘) (22)
P(t)> 1- F(a) - nat,ts%a@ (23)

When solving practical problems, random processes are often con-
sidered, which are the sum of a deterministic function and random
noise, which are described by the relation

S() = Y1) + B(r) (24)
where

Y(¢) — random noise;

B(7) — deterministic function.

Formulas for estimating the probability of no-failure operation P (t)
for random processes of the form (24) are presented in the paper [12].

To estimate the probability of a random process staying in a given
area, it is necessary to know the one-dimensional distribution law of
the ordinate of this process, as well as the average number of outliers
of this process outside the band per unit time W.

The use of the above mathematical apparatus allows one to obtain
approximate estimates of the value P(¢) of the probability of failure-free
operation of the system under consideration, as well as tentatively de-
termine the moment of the onset of a risk event (the first outburst of a
random process outside the area W), at which a failure occurs in the
operation of the technical object under study. The use of this kind of
methods is suitable for groups of technical objects characterized by
statistical homogeneity and does not take into account individual char-
acteristics and unique features characteristic of critical systems.

To solve the indicated problem, the method of individual forecast
is used [6].

At a moment in time ¢, information on the progress of changes in
the process of system functioning is available in the form of a sequence
of observations {d,},_k=0...p. As a rule measurement of system pa-
rameters at various stages of control is associated with the presence of
errors (inaccuracies in the operation of measuring equipment, round-
ing errors, etc.).
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Results of the research

Making decisions on the choice of control actions that minimize
risk in unique systems of responsible assignment is associated with the
presence of incompleteness and uncertainty of information. The most
appropriate tool for mathematical modeling in such a situation is the
statistical apparatus of interval data [13-16].

When using this type of mathematical apparatus, it becomes pos-
sible to make optimal decisions in conditions of incompleteness and
lack of information about the system parameters, since the sample
volumes with which the interval data statistics apparatus operates are
much smaller than in the case of traditional methods of mathematical
statistics.

Consider the formulation of the problem of constructing an indi-
vidual forecast of changes in the state of a critical technical system.

Let, S(¢) be a random process describing the change in the values
(drift) of the parameters of a critical technical system S during a time
interval [0,7 ] and define the further trajectory of the system parameters
change over the time interval I,

Suppose that the model of the random process S(7) has the form

S(O)=F()+h(¢) (25)
where

F(¢) — the form of the process under consideration (scalar, linear,
monotonic);

h(t) — model error, which may be absent, random or interval given.

Consider a specific form of a random process given by the relation

S@W=a’'b@®)+h(), 1 € [0,T] (26)
where

a= {a].}, j=0,...n — vector of random coefficients;

b(f) — continuously specified deterministic functions of time ¢t€[0,7];

h(t) — model error given by interval h(t)sh(t)f@ time function
te[0,7]; o

On a time interval 7 eT consider the implementation s(¢) of the
process S(7), observed with measurement error e(#,) for the moment of
control 7,, given by the interval ratio
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e(ti)<e(t) <e(ty) 27
In accordance with model (15), the implementation of the process
S(¢) on the time interval [0, T p] has the form

s@)=a'b@)+ [ h(t), h(t)] (28)

For the moment of control 7, set of valid process implementations

s(z,) described by the expression L

e(ty) + h(ty) + d(t<s(t< e(ty) +h(ty) +d(ty,), tyeT,_ (29)

Condition (18) describes the forecast tube, which is guaranteed to
contain the values of the realization s(z,) at the moment 7, €T "

Let us single out among the admissible implementations s(z,) extreme

s(z,)", s(¢,) based on solving a minimax optimization problem of the form

"b(\t*)+h(t*¥) —max (30)

a'b(t*)+h(t*) —min t*e [Ty, T] 3D

With restrictions L
e(ty) + h(ty) + d(te<a'b(tp)+th(ty) < e(ty) +h(ty) +d(ty ,k=0.... p (32)

Approaches to solving the problem under consideration are de-
scribed in the paper [15].

Suppose that, based on the solution to problem (19-21), extreme
realizations are determined s(z)", s(¢)", t,> L.

Let the boundaries of the operability area be given in the form

A(t)=(S1ks <+ +» Smr)», k=0...n (33)
Bti)=(S1, ---ss Smr) k=0....n (34)

To solve the problem of risk management, it is necessary to deter-
mine the closest moment in time at which a risk event (failure) is possi-
ble, and also to reduce, if possible, the number of preventive measures
associated with measuring and monitoring the state of the system..

In this regard, as the next point in time at which it is necessary to
monitor the system state, it is advisable to choose t,,;=min\{74, 7, },
where are the moments in time 74, 7p, are determined by solving equa-
tions of the form

A(ti)=s(ti) ™, B(tr)=s(ti )™ (35)

Relations (24) specify the condition for the intersection of extreme

trajectories and boundaries of the system operability region at the mo-
ment tk>tp.
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For a period of time t.=t, ., — t, it is possible to guarantee that the
system parameters are within the operability range and that there are
no failures.

The considered process of predicting the state of the system is iter-
ative in nature. The next step is to determine the moment in time 7,
monitoring the state of the system based on the calculation of extreme
trajectories based on the available observable information (dpﬂ, tpﬂ).

If the period of operation before the onset of the next risk event
is less than the minimum guaranteed reasonable interval of time for
maintaining operability t7", tp+a- tp+1 < tM™" then it is necessary
to stop the system at the moment - and take the necessary preven-
tive measures to correct the values of the parameters of the considered
technical object.

Discussion and conclusions

In the course of the work carried out, the main approaches to man-
aging risks arising from the operation of complex technical systems for
critical purposes were studied, and a mathematical model was developed
that allows choosing the optimal strategy for monitoring and adjusting
the values of the parameters of systems of this type under conditions
of interval uncertainty. An algorithm has been developed for predicting
changes in the state of a technical system during the entire period of its
operation based on the statistical apparatus of interval data, which makes
it possible to take into account the measurement errors of the main pa-
rameters of the system when taken into account at all stages of the control
process. The use of the mathematical apparatus of the theory of bursts of
random processes makes it possible to find approximate estimates of the
probability of failure-free operation of a critical technical system under
conditions of uncertainty, as well as to calculate the moment of the first
release of the process outside the acceptability region.
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